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Test Cases - SaaS Platform 

User Authentication (Username and Password): 
 

Invalid Credentials not allowed:

 

 

2. Session Timeout for All Customer Pages (5 Minutes): 
After 5 minutes this page redirects to customer login: 
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3. Cookie Invalidation for All Admin Pages (5 Minutes): 

After 5 minutes this page redirects to admin login: 
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4. Parameterized SQL Queries: 
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Here is one sample chunk of code where I have applied the concept of parameterized SQL 
queries to prevent SQL injection: 

 

5. Input Validation & Strong Password Enforcement: 
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6. Role-Based Access Control (RBAC): 

 

 

7. Encrypted ViewState: 
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8. SSL Certificate (HTTPS): 

https://alishbahbashir.somee.com/ 

https://alishbahbashir.somee.com/

